“ISOsystemPlus”

Integrated software to develop, implement and maintain
Information Security Management System in accordance with
ISO 27001:2005 requirements

Local network versions

http://www.isosystemplus.com/



http://www.isosystemplus.com/

“ISOsystemPlus” — which tasks are fulfilled?

Realization of basic requirements to ISMS

Control and management of documents/records SRS “Documents”

Threats analysis, risk management ——] “Threats” (ISMS)

Control of “non-system” organization’s documents m— “Correspondence”

“Process approach” implementation — “Processes”

Audits/corrective/preventive actions system —l “Audits”

Training of personnel m— “Trainings”

Control of organization’s equipment m—p> “Equipment”

Handling with customers complaints — “Complaints

Non-conformities managements, analysis of “Non-conformities”
e

effectiveness of a management system

Configuration consisting of any number of modules (starting from 1)
can be purchased




Competitive advantages - summary

Unbeatable “quality : price” ratio
— Price starts from 199 USD

Customized configuration

— Any number of modules (out of 9 proposed) could be ordered
Unlimited No. of user’s working stations linking to the database
WEB- and local network versions
Threats/Risk management system per ISO 27001:2005 requirements
Quantitative evaluation of non-conformities found out in a management system
Analysis (incl. quantitative) of effectiveness of the management system
Setting up a system of handling customer complaints
CRM-featured “Counterparties” mode
Free lifelong technical support from the software supplier

Free lifelong upgrade with the new software versions



Application structure

*Server database file
server.isr Server PC
*Files of documents,
documents’ templates,
filled records

*WEB-shell (for WEB-users)

Admin’s PC

& >

Internet/intranet-
local network link

*Software installed on the PC
*Admin rights — full access to
the database

Local network

“WEB”-users “Local network”-users
*Unlimited No. of workstations *Unlimited No. of workstations
*Authorized (password) access for each user *Authorized (password) access for each user

*No need to install the program on PC *Program to be installed on each PC



Users classification

All ISOsystemPlus users can be assigned to three different classes

1. Admin
« Users assigned to Admin class have full access to all records in the
database (reading, changing, deleting). They can determine classes of
other users, authorize users to enter records in the database, etc.
« Users of Admin class further on will be referred to as “Admin”

2. User
« Users of the “User” class have default “Read-only” level of access to the
database records
» Some records are not available for users-“Users” at all; the access to
the records viewing/editing is determined by user-Admin
» Users of “User” class further on will be referred to as “User”
3. Out
« Users which do not work anymore with the application but have a
“history” records which for some reasons can not be deleted are
assigned to the “Out” class

Users classes are determined in “Directories” — “Users” — “Users” tab



Installing the application

Admin’s PC

« |nstallation file — setup.exe

* For the first time the program is to be installed on Admin's PC

SRy 50y stemPlus
+ ) Docs

1 Help
] Server

) Messenget

[ Microsoft Office

1 Mowie Maker

1 Mozilla Firefox

[ MSM Gaming Zone

1] MM Messenger

] MS¥ML 4.0

1 MySOL-Fronk

+ ) MyWebSearch
1 MetMeeting

4 |71 Morton Inkernet Secariky
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*The following file system is created on the PC:

*main directory — ...\ISOsystemPlus\ - contains program files

*subdirectory ...
ssubdirectory ...

*subdirectory ...

\ISOsystemPlus\docs\ - contains files of documents
\ISOsystemPlus\help\ - contains help files

- gﬁj; «During installation the folder for the
CServer software location could be
(2 150r confirmed “by default” or selected at
Elisosystemplus user’s discretion
G_‘,j Len 1Kb
2 skdole2. kb 18 KE
[ Tips 1 056 KB
vboombo 23 KB
‘ﬂ vhoombo, oo &4 KB
E] ver 1KE
werkmenu 24 KB
‘ﬂ wErtmeny, ocx 25 KB
‘ﬂ vwsflex 7l ooy 410 KE

\ISOsystemPlus\server\ - contains file of server database



Launching the application
Admin’'s PC

After the first start-up the software automatically finds server database file
server.isr and links to it
— “Default” location of the file after installation is .. \ISOsystemPlus\server\server.isr.
— The specified path is stored and checked each subsequent start up of the program —
there is no need to re-define the path if location of server database is not changed
For set-up a network configuration of the program the file server.isr is to be moved
from Admin’s PC to PC-server in a (sub)-directory available for all users

“Ildentification” window

%\, Identification x|

— To enter the application in demo-mode press

the “Demo” button Softwars code
-34047 3777
— To enter the program in a license mode the PR
access code should be typed and OK button
pressed Interface language

— The get the Access Code the Software Code [Engiish

should be communicated to the software Cancel |
supplier; Access Code will be generated and e-
mailed to the buyer upon payment proceeding




Installing and configuring the application
User's PC

Prior to installation the software on users’ PCs Admin at his/her PC copies (“Adjustment” —
“Database” — “Copy as...”) server database file on a PC-server
— All users must have full access (“Read&Write”) to the (sub)-folder on a server PC where a server
database file is located
Admin copies folders with files-documents and document templates on a server-PC and
redefines paths to the folders at his/her PC (menu “Adjustments” — “Locations”)
— Itis recommended to define “Read only” level of access for all users to the folders with documents,
templates and filled records
Admin installs the software on a user’s PC (the same setup.exe installer file).

Admin starts up the program on a user’s PC, enters in a demo-mode (pressing Demo button
in Identification window), and then:
— redefines ("Adjustments” — “Database” — “Server database file”) path to a server database file which is
located at server PC.
— Redefines (“Adjustments” — “Location”) paths to folders with documents, document templates and
filled records located on a server PC

Admin exits the software at user’s PC

User starts up the software at the user’'s PC x|
— The user’s interface Identification windows appears Select user
— The user selects his/her name from the drop-down list |Ma”399mem Representative j
— The user enters the password (Defined by the Admin) Password
— The user enters the application in the user’s interface |*1

Number of PCs — user’s working stations which can be linkec 0K | Cancel |

to a server database file, is unlimited




Difference between demo- and license modes

Demo License

No. of records Limited Unlimited
to be added in | 5 qocuments records, 7

a database processes, 30 trainings, 5

audits, etc.)
Time of work Unlimited Unlimited
No. of start- Unlimited Unlimited
ups
Functionality Reports generated can not be Full

converted in -.doc or -.xls files

A company’s name in reports’
headers is fixed (“ABC Ltd.”)




Application’s interface

Modules

&,
=]
Settings

DDCUI‘“ Search|

4 Documents { max. 15)
Adjustments  Directories  Utilities Help  Exit
1 = n

| Control of documents | ) emo-Coardinato

Code Mame Clazs Status Type Chapter Done?

OHS45 BSI 18001:2007 External Active 150 standard 14 Yes

External Bctive 150 standard 02 ez

External Active 150 standard 0g Yes

i
E
[ Do
K]
|
|

E.5.14-001
E.5.2-00
E.5.6-001

150 9007 2003
150 14007:2004

“Main Form of records” (central area of the interface)
— Depending on active module the Main Form is displayed as Main

Form of documents, Main Form of progesses, etc.
General functions of the program (ygper line)
Diregtories”, “Utilities”, “Help”, “Exit”,

— “Modules”, “Adjustments”, “
Command buttons of actionsvith records in a particular

module
_ “SettingS”, “NeW”, “C yn’ “Delete”, etC

User selection field
— Selection of a user’s interface is available on Admin’s working

station only



“Modules”
“‘Adjustments”

EV Documents { max.

Modules  Adjusktments

Documents
Letters
Processes
Trainings

Audits
Equiprnent
Complainks
Mon-confarmities
Risks

*  “Modules” - selection of active application’s

module

» Application adjustments functions

— Interface adjustments

* Available in all users’ interface

— Database adjustments

* Available in Admin’s and user-Admin’s

interfaces

— Location of application’s files/folders

« Available in Admin’s and user-Admin’s

interfaces

1 Documents { max. 15)
Modules | Adiustments Direckories  Ukilities Help  Exit

Docurr Interface b
Database k
Locakion

N v C:Program Filesiisosystemplus)Serveriserver, ise




“‘Adjustments”
“Interface” - “Field chooser”

|.ﬂ.djustments Directories  Ukilities Help  Exit

Interface Field chooser

Database » Mo, of records displayed ¥

Locakion fevailable modules »
Language k

v CUProgram Files\isosystemplus) Serverserver isr S R

L2 B e R R J (6 e B8 L - .
[.C.12-001 Faw water, 5pecific Restore initial settings

Visible/hidden columns are x|
selected (arrows “Left” and Hidden columns Visible columns
“Right’) e B
Arrows “Up” and “Down” are aiggﬁd &) ? o
used to determine sequence Aoproved Sél S Te QI
of visible columns in the Disbued 7 Dona?
Main Form fssued

Received
Default configuration — Aecord sorage
restoring the initial ol
combination of columns in _
the Main Form Default configuration Cancel

Available in each module



“‘Adjustments”
“Interface” - “No. of records displayed”

Adjustments  Direckories  Ukilities  Help  Exit

Inkerface Field chooser ‘

Dakabase Mo, af records displayed
! Location Available modules » Al
: Language 3

v CiProgram Files\isosystemplus!Serverserver isr Eort .
E S BT [ 2 ] an - _
|.C.12-001 Faw water. Specific Festore initial settings

* No. of records (documents, processes, trainings, etc.) to be displayed in a Main
Form is defined

« Two options are available — “100” (default) and “All”

— Option “100” is selected when the database contains large amount of records (e.g., >
1000) to accelerate displaying the records



“Adjustments
“Interface” — “Available modules’

Adjustments  Directories  Ukilities  Help  Exit

Interface Field chooser i

Database k Mo, of records displayed * F

Location fvailable modules Y+ Docurments ’

v Ci\Program Files\isosystemplust Serveriserver st I';an:?uage : : :?;Zr;es

B e (S TeOT 200y
| C.12-001 R aw water. Specific Restore initial sektings v Trainings
|.F.12-001 water treatment. Flowchart v Audits
[.F.2-007 Internal audit - flow-chart v Equiprnent
I.k4.1-001 Cluality b arial v Complaints
|.P.3-001 Diocument managenent v Mon-conformities
[.F.2-001 Internal audit v Risks
[.R.12-001 Y ater treatment - blank, v HACCP
[.R.3-00 Record manaaenment

Modules available in a user’s interface are chosen

— The feature is available only in Admin’s and User-Admin’ s interfaces

— “By default” all modules are available
In course of configuring a user’s interface Admin/User-Admin chooses those
modules which will be accessible to the particular user

— Selection is done during configuration of the application on a user’'s PC



“Adjustments”
"Interface” — “Language’”/”Font”

“Language” — Selection Adjustments Directories  Utilities  Help  Exit

) Inkerface Fizld chooser
Of |nterface |anguage Database P Mo, of records displaved »
Location &vailable modules 3
—_ Language 3 E |
UserI Optlon for v CIProgram FileshisosystemplusiServer server isr SDD
com anies W|th B B TS ToOO T 200 Font ’
p |.C12-001 Fiaw water. Specific Festore initial setkings Francais
“inte rn ational” : [.F.12-001 "Water reatment. Flowchart Deu.tsch
personnel
Adjustments Directories  Ukilities  Help  Exit -
Interface Field chooser _Default(M3 Sans Serif)
Database L Mo, of records displayed » itz Eeny]
Lacation Available modules y  @BatangChe
L ) Language 3 @Latumn
v CHProgram Fileslisosystemplus) Serveriserver sk @DatumChe
.F'_E.:u.n-um I=0 900 T 2008 R ' o @Eulim
o estore initial settings
|.C.12-001 R aw water. Specific g i i

 “Font” — selection of a font of the software interface

— Any font from the ones installed on the PC can be selected, “default” font — MS Sans
Serif

» “Restore initial settings” — the function used to restore default interface settings



“Adjustments
“‘Database” — “AutoBackup’

J

|.ﬁ.|:|ju5tmenl:5 Directories  Lkilities  Help  Exit

Interface » thrﬂ nf dncniments I
Database autoBackup 3 Switched on, Switch off?

Location Delete k Back-up copy Folder

| Save as..,
Z:\Program FilesiisosystemplusiServerserver ist
| v CiiProg lisosy plust II' Restare initial settings

R=R-Tu ) TS T 200y
|.C.12-001 Fiaw water, Specific SOmpress database

« “AutoBackup” — path to a (sub)-folder to save back-up

= 1) I90systemPlus
copies of the sever database file =l |7 Bak

) Archl 15 11
) Archz_15 11
) Arch3_15 11

— “By default” backup copies are saved in
...\ISOsystemPlus\bak\.. folder

— Backup copies are saved every hour in a dedicated 7 Arch4 15 11
subfolder Arch# DD MM (# - number of backup copy ) Archs_15 11
saved during the day) ) Arche_15_11

7 arch? 15 11

_ th st th
The 9" copy replaces the 15t one, the 10™" copy replaces the = arch_15 11

2nd one, etc.

— The function can be switched off/on



“‘Adjustments”
“Database”

Adjustrents  Directories  Ukliies  Help  Exit

Interface

r thn| nf dnrniments

Database AutoBackup 3 T
Location Delete Delete all records (except standards)
o ) Save as... Dacuments
v CHProgram Files\isosystemplus! Serveriserver ise Restore initial settings Letters
T E.o et o 2
1.C.12-001 Fiaw water. Specific_ Compress database Processes
[.F.12-001 Water treatment. Flowehart Trainings
|.F.g-00 Internal audit - flov-chart Audits
[.b4.7-001 Quality b anual Equipnent
|.P2-001 D ocument management Complaints
|.P.8-001 Internal audit Mon-conformities
|.R.12-00 Wiater freatment - blank, Hazards
|.R.3-001 Fecaord management HACCP records
IEEET !_rjternal. audit - report . Histary

“‘Delete” - quick deleting records in a database

Records can be deleted:

— “by modules” (documents, processes, audits, trainings, hazards, complaints, non-
conformities); records in “Settings” modes are not deleted

— All at once (“Delete all records”) — deleting all records in all modules/modes (including
those in “Settings” modes)
» Records of Standards (“Directories” — “Standards”) are not deleted

“Save as...” — saving server database file under a different name

“Compress database”

— Compressing the database file is performed every time when Admin exits the program
(reducing size of the database file)



7

“Adjustments
“‘Database” — “Restore initial settings’

)

Adjustrients Directories  Utilitizs  Help  Exit . Deleting information about
Interface k lnhlrnl af darirmants I
Datahase AutoBackup r Admin’s PC linked to the
Location Delete k
— _ oo s, database
v ZiProgram Filesiisosyskemplust Serveriserer isr _r Th f t . d . th
E S B G I3 ° e tunction i1s used in e
-F |.C.12-001 Fiaw water, Specific_ Compress database ,
; Ce e following cases:
1. Itis needed to link to the server database file from another PC - Admin’s working

place (e.g., after upgrading/replacing the Admin’s PC)
. After “restoring initial settings” Admin can link to the current database file from another
PC (in this case another access code is to be received from the software supplier)
2. “ISOsystemPlus” is used by a consulting company that fills in databases for its
clients
. Filling out the database file can be done on a consultancy's PC

. Upon completing entering the information and restoring the initial settings the file — server
database can be passed on to a customer — Admin of the customer could link to it from
his/her PC (of course, working in a license mode)

The function is available only in alicense mode interface



“‘Adjustments”
“Location” — “Server database file”

x

Server databaze file

IE: “Program FilezshizosystempluzhSercerServer.isr

“Server database file” — location of server database file
— Various database files could be linked to in the course of work with the application
— By default the application is linked to c:\\Program Files\isosystemplus\server\server.isr
file
— Two options to define a server database file to be linked to:

* Browsing — pressing the J button

+ Typing the address in the address field — useful feature to define paths to “network hidden”
folders (those which names begin from “$” symbol)

One can create unlimited number of server database file by modifying the
“original” database file and saving it (“Adjustments” — “Database” — “Save as...”
under different names




“Adjustments”

“Location” — folders with files of documents
pree— : — p—

Server databasze file

C:%Program FileshizosystempluzhServerhS erver.isr

Falder with dacuments

C:%Program FileshizozystempluziDocuments |

Browsing the folder where files of documents are located
— The path can be browsed or entered from the keyboard
— “Default” folder is c:\Program Files\isosystemplus\Documents

The network server folder should be determined if the application is being configured as a
network version to make users able to call the files of documents for review

It is strongly recommended to define “Read only” level of access for all users of the
application to this folder to eliminate chances for unauthorized changing /deleting the files
from the folder

— The folder can be made “invisible” for the network users by using “$” as the first symbol of the
folder's name

Files of filled records should be protected from unauthorized change by means of the
application-editor’s tools (e.g., MS Word 2003 — Tools — Protect document)

Files of documents can be located in any of sub-folders of the defined folder
— The application will be searching a file for review in all sub-folders of the defined folder
— The disk name (e.g., C:\) can also be defined as the folder name



“Adjustments”
“Location” — folders with files of document templates

Etocation x|

Server databaze file

C:%Program FileshisosystemplushServerServer. st

Folder with documents

C:AProgram FileshizosystemplussDocuments

Faolder with documentz templates

C:%Program FileshizosystemplushDocumentzh T emplates

Browsing the folder where files of document templates are located

— The path can be browsed or entered from the keyboard

— “Default” folder is c:\Program Files\isosystemplus\Documents\Templates
The network server folder should be determined if the application is being configured as a
network version to make users able to call the files of documents for review
It is strongly recommended to define “Read only” level of access for all users of the
application to this folder to eliminate chances for unauthorized changing /deleting the files
from the folder

— The folder can be made “invisible” for the network users by using “$” as the first symbol of the

folder's name

Files of templates of documents should be protected from unauthorized change by means
of the application-editor’s tools (e.g., MS Word 2003 — Tools — Protect document)
Files of templates can be located in any of sub-folders of the defined folder

— The application will be searching a file for review in all sub-folders of the defined folder

— The disk name (e.g., C:\) can also be defined as the folder name
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“Adjustments
“Location” — folders with files of filled records

Falder with files af filled records

IE:"-.F'n:ngram FilezhizozsystemplusiD ocumentshRecords |

Browsing the folder where files of documents are located
— The path can be browsed or entered from the keyboard
— “Default” folder is c:\Program Files\isosystemplus\Documents
The network server folder should be determined if the application is being

configured as a network version to make users able to call the files of
documents for review

It is strongly recommended to define “Read only” level of access for all users of

the application to this folder to eliminate chances for unauthorized changing
/deleting the files from the folder

— The folder can be made “invisible” for the network users by using “$” as the first
symbol of the folder’'s name

Files of filled records should be protected from unauthorized change by means
of the application-editor’s tools (e.g., MS Word 2003 — Tools — Protect
document)

Files of documents can be located in any of sub-folders of the defined folder

— The application will be searching a file for review in all sub-folders of the defined
folder

— The disk name (e.g., C:\) can also be defined as the folder name
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“Adjustments
“Location” — folders with files of correspondence

Falder with files of corespondence

IE:'\F’ngram FileshizosystemplushDocumentshLetters |

Foldo oo ool o

Browsing the folder where files of correspondence are located

— The path can be browsed or entered from the keyboard

— “Default” folder is c:\Program Files\isosystemplus\Documents\Letters
The network server folder should be determined if the application is being
configured as a network version to make users able to call the files of
correspondence for review
It is strongly recommended to define “Read only” level of access for all users of
the application to this folder to eliminate chances for unauthorized changing
/deleting the files from the folder

— The folder can be made “invisible” for the network users by using “$” as the first

symbol of the folder’'s name

Files of correspondence should be protected from unauthorized change by
means of the application-editor’s tools (e.g., MS Word 2003 — Tools — Protect
document)
Files of correspondence can be located in any of sub-folders of the defined
folder

— The application will be searching a file for review in all sub-folders of the defined
folder

— The disk name (e.g., C:\) can also be defined as the folder name



“Adjustments”
“Location” — folders to upload files

Folder to upload files

C:\Program Files\izozpstempluztDocumentz\Draftz

Cancel Ok,

 Browsing the folder on a server PC to upload files
— “Default” location is the folder with files of documents
— Can be changed by Admin

« Users authorized to add records in the Documents module should be granted full
network access to the folder to be able to upload newly created files to the folder




“Directories”
“Organization”

. i ” irechories  Lkilities
The work starts from entering “general” data — Sl
organization’s name and currency, list of departments and users | =g

I Counterparties
Sktandards

Enter company's name Currency

ABC Corp. usD

OE.

“Organization”

— Name of the organization is presented in all headers of reports generated
by the software (reports individualization)

— “Default” name (ABC Corp..) can be changed only in a license mode
“Currency”

— Abbreviation of currency used is entered
— Used in “Equipment” module to control equipment prices



“Directories”
“Users” — “Departments”, “Positions”, “Groups”

The work starts with defining “general” data — organization’s name, | Directories  Utilties
. g Organizakion
currency, list of departments, positions and groups of users =
| e

Me | Clazs | Departrnent
1 Internal Board

2 Internal Finance

3 Internal HR

A lenbmrim = |

LY [ PP

« “Departments”, “Positions”
— List of organization’s departments/positions
— Two fixed built-in classes of departments — “External” and “Internal”

Me |
1 Top managemett
2 Rizk management team

“(:;’-C)lj F)ES” Internal auditars

— List of group of users is made up (“Add” — “Group”)

— Groups are “functional” units (rather then “structural” units —
departments)

— User groups will be used in “Documents”/’Correspondence” modules,
Actions with documents

M ame




“Directories”
“Users™ — “Users”

The work starts with defining “general” data — organization’s
name, currency, list of departments and groups of users, users...

—

Departments I F'ositionl Groups  Users I Authorizationl Total delayed actions: | Monitolingl

Search I Filter | Enter zearched symbol(z) and press Space key

he | Class [ Department [ Pogition [ Uszer [ Pagsword [ E - mail |
18

2 User Board Diirectar General Manager 4 griiSizo. com

3 User Finarice M anager Finarce Manager &5 frnigizo. com

4 User HR 4 anager HR Manager 20 hr{Siso. com
“‘Add” — “User”

* Three fixed classes of users — “Admin”, “User”, “Out”
* Itis recommended to assign only ONE user to the “Admin” class

* In a User-Admin’ s interface “Adjustments” menu is available, in a users-User’ s’ and —
Out’ s interfaces it is not available

» User-Out — employees which worked with the program in the past (thus were listed in the
Users table) but do not work anymore are assigned to the class “Out”
— Each user is assigned to a particular department, user’'s name, password and e-
mail are entered
* Each user should have the unique password assigned
» Users will enter the program using their passwords (defined by the Admin)

» Electronic addresses of users will be used for purposes of sending messages to the
users (modules “Documents”, “Correspondence”, “Audits”) from the application



“Directories”
“Users” — users’ groups

The work starts with defining “general” data — organization’s
name, currency, list of departments and groups of users, users...

M. | Groups which a user belongs to
1 Top management

2 Rizk management team

n Intermal auditors

Exportto Excel | Feport =end Al Delete Cancel | Ok, |

— “Add” - “Group”

« The group (s) which the user belongs to are selected from the list of groups
« One user can belong to several groups

— Demo- database — user “Quality Manager” belongs to three groups (“Management”,
HACCP group”, “Audit team”)

— In the future (“Documents” — “Actions”) all users belonging to a particular group
("Managers”) will be given an access to a document at once if the group action
“Distributed” is determined with regard to the group



“Directories”
“Users™ — “Users”

—

Deparlmenlsl F‘ositionl Groups UserSI Authorizationl Tatal delaped actions: I Monitoringl

Search I Filker | Enter searched symbollz] and press Space key
Me | Class | D epartrment | Pozition [ zer [ Pazzword | E - mail |
158
1 | Admin Management Representative 1 e
2 User Board Diirectar General Manager 4 arn
3 User Finance b anager Finance b anager 5 friaizo. com
4 User HR M anager HR tanager 20 hr{zizo, com
Export to Excel | Report | =end | Add | Delete | Cancel | Ok, |

“Filter” — filtering those records of users which names contain symbol
(s) entered on the Filter field

“Export to Excel” — export of users lists to Excel file Adjustments | |
Export bo Exce
- Records parameters to export can be selected (“Adjustment” mode) d

“Send” — clicking the button calls e-mail agent and generates a
message addressed to the selected user

“Report” — generating a document-report containing the comprehensive
information on the user selected

| Uger
] . Management Beprezentative
These (and some other) functions are available General Manager A
. . “ . Finance Manager Delete
in the drop-down menu appearing after “right- HF: Manager Edit
” . : d
button mouse” click on a user record Marketing Manager >en

Filling lirne supersizar Report

DrmAiimbiman bd —n mmme



“Directories”
“Users” - “Authorization”

Search I Filter | Enter zearched sumbol(s] and press Space key

4

[}
(2%}

M2 Diepartment Uzer 1

o
@
-1
o
w
—
=
=

Board General Manager
Finance Finance Manager
HA HR Manager

4 Marketing Marketing Manager

(SN SR

OOO&
OOO&
OxEO0O
OxEO0O
ooOod
ooOod
OEOn
oooQ
00O &
oooQ
oood

“By default” users can not add records in the database software modules (they can
just change records in some fields); only Admin can add records in the database
Admin can authorize users to add records in selected modules

- E.g., user “Training manager” can be authorized to add records in “Training” module,
user “Chief Auditor could add records in “Audits” module, etc.

This option may considerably facilitate the Admin’s work and accelerate the filling
the database with records

Authorization is performed by checking the appropriate box in the Users —
Modules matrix



“Directories”
“Users” - “Authorization” — “Adjustment”

Authorization

i | toduls | Seftings | Mew | &l |
1 Documents O O
| lﬂ\djugtmentg | > 2 Letters D I:l
3 Processes [ [
4 Trainings [l |
5 Audits O O
£ Equipment [l |
7 Complaints | |
8  Mon-conformities I I
9 Risks O O

- Scope of the user’s authorization is determined in the form
- “Settings” — users could add records in Settings mode forms only
- “New” — users can add new records in the Main Form
- “All” — users can add/change records in all modes of the module



“Directories”
“Users” - “Total delayed actions”

Users { max. 10}

Departmentsl F'l:nsiticnnl Graupsl Llsersl Authorization  Taotal delayed actions: | Monitaringl

Search I Filter | Enter zearched symbol(z] and presz Space key
No. | Department | Lger | 1+ [ 2 | 2 | 4« | 8 | & | 7 | & [ 8 [ [ 1 |
17
1 Board General Manager 0 0 0 0 0 0 0 1 0 i 0
2 Finance Finance Manager 0 0 0 2 0 0 2 0 0 i] 0
3 Production PP blowing supervizor 0 0 0 1 0 0 1 0 0 I] 0
4 Production Froduction line supervizor 1] 1] 1] 1] 1 1] 1] 1] 1] 1] 1]
5 Production Production Manager 0 0 0 0 0 0 0 0 1 i 0
6 Purchasing Purchasing Manager 0 0 0 0 0 0 0 0 0 i 1
7 Quality Chief of Laboratary 0 0 0 1 0 0 1 0 0 a 0
g8 Quality Id anagement Reprezentative 0 0 0 0 0 0 0 1 0 i 0
3 Quality Cuality Manager 1] 1] 1] 1 1] 1] 1 1] 1] 1] 1]

1 - "Documents" 2 - "Processes" 3 - "Trainings" 4 - “Audits"
5 - "Equipment"' E - "Complaints" 7 - "Mon-conformities"
9 - "Lefters" 10 - "Rigks" 11 - "Contacts”

Feport | Cancel | Ok |

Available in Admin’s interface only

“Dashboard” table summarizing view of delayed actions which users are
responsible for

The table is filled in with the data sourced from other modules so the data can not
be changed in this table



“Directories”
“Users” - “Monitoring”

Linked uzer Cornputer

1 | Coordinatar

Feport | Frl:nm:|25.lil1.2lil1|:| vI TD:IEE.DE.EDHZI vI

| & |

- The tab is available in Admin’s interface only

- Information about which users are linked to the database at the moment
is present in the table

- “From” — “To” — dates for the report reflecting history of a particular user’s
activity



“Directories”
“Counterparties”

| Directories  Ukilities

« Mode with CRM-featured functionality Organization

« Makes able to: Users

Counterparties

— Search counterparties Standards

— Collect and list information about counterparties

— Analyze and make conclusions based on the collected data
— Plan and maintain contacts with counterparties

— Control execution of planned actions

— Import lists of counterparties from other applications (via memory
buffering the lists)

— Export list of counterparties into Excel file



“Counterparties”
“Class”

Counterparties { max. 10}

Clazs | Type I Status I Class of contact | Counterparties I

LBl

= Customners:

e ] ]
= Product elete Sub-class

- ~[1 Chips

i ] Beverage 2l

L[] Services
[=] Suppliers
L[ Equipment
L[] Services
] Dffice
Authorities
Media

» Flexible system for classification of counterparties

— “Tree of classes/subclasses” approach

* No limits on number of class/sub-class names or “branches” length



“Counterparties”
“Type”, “Status”, “Class of contact”

Counterparties { max. 10}

i | M ame

1  Legal entity

2 Phyzical entity
Compartment

Counterparties { max. 10)

Classl Type Statusl Clazs of c:u:untactl Counterparties I

# | Hame
1  Approved

2 Conditionally approved

3 Being approved

Counterparties { max. 10)

i | Marme
1 Phone call

2 E-mail

3 Letter

1

« “Type” — list of types of counterparties (optional parameter)

« “Status” — list of names of statuses of counterparties

”» (13

— Useful to classify suppliers (e.g., “Approved”, “Disqualified”, etc.

 “Class of contact’ — list of names of contact classes



“Counterparties’
“Counterparties’

Counterparties { max. 10)

Elassl T_l,lpel Statusl Class of contact  Counterparties |

Search I Filter | Enter searched symbolls] and press Space key |

No.lCDde| Class | Sub-class | Type | Statug | MName | Comment |

1 22 | Authorities Federal Legal entity Mot applicak| FO&A
2 23 Suppliers Equiprnent Leqgal entity Approved  Frones
3 24 Meda Mewspaper Legal entity Mot applicab Mews vork 'Walker

__| Tatsl delayed actions: 2

Exportto Excel

Pmpeniesl Send | [rsert | Report | Add | Delete | Cancel Ok

List of the organization's counterparties names / details - Main Form of counterparties

Press “Properties” (or double click a counterparty record) — opening the form for
detailed description of the counterparty

“Search” — quick filtering of counterparties records by symbol (s) presented in its name
“Send” — generating an e-mail message addressed to the selected counterparty’s
“Report” - generating the report summarizing all counterparty’s data entered in the form

“Insert” — import the list of names of counterparties from another application (e.g., Excel
list) using “Copy — Paste” technique

“Export to Excel” — export of list of counterparties into Excel file

“Total delayed actions” — filtering of those counterparties records which contacts with
are delayed (see next slide — Contacts)



“Counterparties”
Adding new counterparty record

“‘Add” — adding new record in the table ===m

PrDDEIEiES| Department' Positions' Employeesl Contactsl Document&l Heferencesl

“Properties” — adding basic data about = == S = - p ;I
the counterparty’s organization Nore —[muortes :

. . Waﬁ:;mers |

— Code - code value is determined by o - |

defau It |F'h0ne ”Fax |

— Serial selection (input) of the = i ([ |

counterparty’s class/subclass, type, e |

status, name, address, phone/fax/e- |
mail, needed comment

| Total delayed actions: 2

Exportto Excel

Prupertiesl Send | [nsert | Feport | Add | Delete | Cancel |

“Send” — generating a message addressed to the counterparty’s e-mail address

“Insert” — pasting list of counterparties names from another application

— The button “Insert” becomes active when a list of names to be pasted is copied into
memory (Ctrl-C)

“Export to Excel” — export of all data entered in the table into Excel-file

“Total delayed actions” — lines of counterparties for which registered contacts not
completed by due date are marked in red




“Counterparties”
Adding new counterparty record

Suppliers Krones
Propertiez  Department | Fiositions I Emplu:u_l,leesl Contacts I Du:u:umentsl Heferencesl
i | Marme |

Finance

“Departments”/"Positions” — listing the counterparty’s departments and employees’
positions

— Insert — pasting list of department names from another application

— The button “Insert” becomes active when a list of names to be pasted is copied into
memory (Ctrl-C)



“Counterparties’
“Employees’

Media Mew York Walker

F"ru:upertiesl Departmentl Pozitionz Emplayeesl Enntactsl Du:n:umentsl Heferencesl

Department | Position | Employee | Phare | E-mail | Comment |
Editorial board | Journalist J.Gallap AR5-66-77 L@ com  Dizlkes us very
Editorial board  Chief Editor G.weber BEG-77-38 g_weber@nmyg ¢ Reazonable enc

Export to Excel

Inzer | Send | Al | Delete | Cancel |Dk

List of counterparty’s employees is entered

Contains minimal set of data (employee’s department/position/name,
phone/e-mail/comment) needed to establish/maintain/control contacts with
counterparty’s employees

“Send” — generating an e-mail message addressed to the employee’s e-mail
address

“Insert” — quick inserting several contact names from another application
(e.g., Excel)

— The button is available when there is a “ready-to-paste list of data copied in the
memory

Export to Excel — exporting list of employees into Excel-file



“Counterparties”

“Contacts”
Media New York Walker
F'n:upertiesl Departmentl F'u:usitiu:unsl Employees E-:unta-:tsl Du:u:umentsl Heferencesl
Date | FResponsible | Class | Emplovee | Mestcontact | Done? | Camment |
M.12.2009 Chief of Labaratary  E-mail J.Gallap 03.12.2003 Ye:  Respond to the journalist's
03122009 Chief of Labaratary  E-mail J.Gallap 14122009 Mo Fallaw-up

Add | Delete | — |Ok|

» The mode to plan/control contacts with the counterparty’s employees

« Each contact records consists of the following information fields:
— Contact date
— User responsible for the contact
— Contact class (e.g., call, e-mail, meeting, etc.)
— Employee to be contacted
— Date of the next contact
— Mark whether the planned contact fulfilled
— Comment if needed

» Overdue contacts records (current PC date is ahead of planned date, “No” mark
in the “Done?” field) are marked in red

— Overdue records are marked in red in interface of a user responsible for the contact
as well as in the Admin’s interface



“Counterparties”
“Documents”, “References”

* “Documents” — list of documents which relates to the selected counterparty

— An example — list of reports of audit of the counterparty-supplier

 “References” — a list of records from other modules (“Correspondence”’,

” 1

“Complaints”, “Equipment”) which contain reference to the selected counterparty

— These records are populated automatically and can not be changed in “Counterparties”
mode

edia New York Walker
F'rn:upertiesl Departmentl Fositions I Empln:u_l.leesl Contacts I Documents Heferencesl
Module
|I:|:|m|:ulaint$ ;I
Code Drate of registration Clazz Type Status Done?
0E.12.2009 Custommer Complaint

Media New York Walker
F'r-:npertiesl Departmentl Positions I Empll:u_l,leesl Caontacts I Document:  References |
Madule

|Letters ;I

Code D ate of reqgiztration Subject Statuz L4 ‘

[} 1 7-001 iecycling of package Control



“Directories” — “Standards”

Standard Directories  Ukilities |
..... Drganizakion
StElr-":I‘E'r'jl Chapter I - Users

I Zounkerparties
Standards

|50 9007 2008

|50 27007: 2005

 “Directories” — “Standard” — “Standards”

— List of external standards which requirements are addressed by the
organization’s management system

— Admin can add any additional external standard

« As any management system is based on a few common “pillars”
(document control, process approach, personnel trainings,
audits/corrective actions, handling of customer complains, etc. )—
“ISOsystemPlus” can be used a a tool for developing of an integrated

management system (quality, environment, food safety, operational
health and safety, etc.)




“Directories” — “Standards” — “Chapters’

Standards

Standard Chapter I ame Content -
0 |ntroduction
9007 2008 0.1 General The adoption of a quality managemenl
9007 2008 nz Processz approach Thiz Intemational Standard promotes t
9007 2008 na Relationzhip with 150 3004 The prezent editionz of 150 9001 and

« “Chapter”

— List of chapters of external standards defined in “Standard” table

— References (links) of documents (processes, audits) records to the
chapters of particular standards will be defined in corresponding
modules (“Documents”, etc.)

— Admin can add (change, delete) any standard in these tables



“Utilities” — “Upload file on to server PC”

Ukilities Help  Exit

Upload file on server

Function for uploading files of a server PC e pEp—
. T’ ” E Lo E | 2
» Users authorized to enter records in “Documents” and *pork to Exce
“ ” . Internal Mail
Correspondence” modules can uploaded files of documents N
Checking for update
B

.Sequence Of actions Server database file

IE:\F‘rogram Files\izozyztemplushServerserver izt

A user browses the file to be uploaded IE:dP s —
After selecting the file and pressing the IE::' e
“Open” bUtton the fi Ie SeIeCted iS Folder with files of filed recards
u p I Oa d ed to th e fo I d e r d ete rm i n ed i n IC:\F‘rogram Filezhizosystemplus\Docurments\Records
“Adjustments” — “Locations” — “Folder to Folder with filez of conrespondence

. ” IE:\F‘rogram FilestizozyztemplughDocumentshLetters
upload files o

\
C:AProgram FiIes\isosystempIus\Documw

Cancel |

o
=

I o ot ) ) g




“Utilities”

[Utiities Help  Exit
Uplaad file an server « Visiting the page of the application site to place a request for on-

Web-version . .
Export to Excel line test on the WEB-version of the software

Inkernal Mail

Inkernet
Checking for update

Utiities Help  Exit

uoadfleanserer | oo anemene© EXPOrE OF all records into Excel file-spreadsheet
s .+ Export is performed “by modules”
Internal Mail Export to Excel
Internet chart
Checking for update it
[ Ltilties Help Ext « Manual checking for the available updates
 Upload file on server * Requires Internet access
i Web-version . . .
| EowttBel * Automatic checking s being done every month,
rternel e manual checking can be done anytime

Checking For update
« If the new version is available the user is being re-directed to the site page with
the available update

| Utiities Help  Exit

pload File on server

- yieb-version » Visiting Internet sites directly from “ISOsystemPlus”
Export ko Excel » “r- y . .
| fernal i » Users can create a “library’ of favorite sites

Checking for update b Avallable |n a” USGFS, InterfaCeS




“Utilities”
“Internal mail”

Utilities Help  Exit o

_ “Internal mail” — exchange with information between all users of the

Upload file on serwer ft
© Web-version Soltware
| EmpotisEmd b — no need in having an e-mail agent installed on users’ PCs
Inkernal Mail n
Internet o =
Checking for update E~----|;!-'-‘-‘-t-'-g!;!!-r-'!g-él
| send
Mo Departrnent | Uszer | D ate | Send | Respond?
Cluality t anagement Representatih) 13.03.2007 | Internal auditars training will tale place or e
" .y 2 Production Production Manager 13.03.2007 | Pleaae review and present KPls of filling | Tes
Incoming

— Info messages sent to the user by other users
— A user can respond the incoming message in the “Respond” field
— Absent in the Admin’s working place interface
“Outgoing”
— Messages from the user to other users
— Grid “Respond” — messages from other users responding the outgoing message

All outgoing messages which are expected to be responded (value “Yes” in the field
“Respond?”) are marked with red until the respond is received (grid “Respond”)

Having selected “All” value in the “User” column the user can send message to all users
belonging to the particular department

Indicating incoming message
— An icon appears when an incoming message comes
— Double clicking the icon opens the “Internal mail” form




Functions of upper menu — miscellaneous

« «Help» - built-in system of prompt tips | Help Exit
— Interactive help is available by pressing button F1 : s
or from “Help” menu for all users Purchase
— “Purchase” and “Register” items are available in | Register
the Admin’s interface only . Support
— “Presentation” — downloading this presentation file  Presentation

(Presentation.pdf) from form the application’s site Ahout the software

Dermo-Coordinator

User’s selection window

— The user’s name currently working with the program is displayed

— Admin can switch to any user’s interface to check functional possibilities of
each user’s working station



“Background” running

| Exit
. - ” " Close application
The program can be running in “background” mode © Runin the background mods ||
— During “background” running the program keeps monitoring

the carrying out the actions planned (see further) and warns
users about necessity to complete the scheduled actions

— Switch to background mode - “Exit” — “Run in the
background mode” command

After switching to background mode the program is minimizing to an icon {_ﬂ
in Windows system tray

Left-button mouse click on the icon allows either to restore the program
window, or to shut the program down

If an action planned is not carried out on time, the system tray icon view is {_ﬂ
changing — a warning red exclamation mark appears

Double quick click on the icon changed restores the program window and calls
an information window with the list of records and actions due to carry out

“Exit” — “Close application” — shutting the program down



Adding/editing/deleting records

Available only for Admin (and authorized users)

— All other users (incl. user-Admin) have an access to records of a
database in the “read only” mode

— Authorization of users to add/change records in the database is
performed by Admin (details — see “Authorization of users” slides)

Adding/changing/deleting records in Chief Forms:

EE 11

— Buttons “New”, “Copy”, Delete”
Adding/changing/deleting records in other modes:

— «Add», «Delete» in bottom part of each form

— «Cancel» — exiting the form without saving the data entered

— “OK” — exiting the form with saving the data entered
Drop-down list after mouse “right button click” on a record

— available in all forms of the program

— functions — «Add», «Delete», «Add», «Insert» (for recording of
operations in modules «Processes» and «HACCP»)

Editing the records:
— «Double clicking» a record
— F2 or Enter — for records selected in Chief Forms



Reports

rint Exik

page ® [ 1| & | from [ 1 | [HP LaserJet_znd_floor_Red Bul

|| 0w

More than 70 different reports are generated by the software

All reports can be:
— Printed out
— Formatted to one-page view

— Converted into -.doc or -.xls formats and saved
« The conversion is available only on license mode

i
3
By

||

Ll

A company’s name (that is defined in “Settings” — “Organization” mode)

is presented in a header of each report

Date/time of the report generation and page No. (in format “Page X of

Y") are presented in a footer of each report

Several editable empty fields are available in reports header/footer

All generated reports can be used as official documents of a
management system and stored as either “hard” (paper) or electronic

copies



Admin’s and user’s interfaces — differences

Admin is able to enter interface of any user from the Admin’s working station by selecting the user
in a user identification window (top right corner of the software screen)

Demo-Coardinatar - > IFinann:e manager -

— This option is not available for users working stations - each user can work only in his/her

interface
Adjustments  Directories  Ukilities  Help  Exit
Top (control) menu of Admin’s and ;”;:i:z
user-Admin working stations Lacation
v C1\Program FilesiisosystemplustSeryeriserver, isr
Top (control) menu of user’s working Adjustrments  Dire

stations
Interface # I

Users can not add records to/delete records from the database (if not authorized for doing so by
Admin)

Users have a limited access to review of files of documents/correspondence



Module “Documents”

« Establishing and maintaining an effective document control/ management system

Specially designed database of documents with consideration all requirements to
document control system stated in ISO 27001standard

Possibility to perform effective control over all documents of the System
Creating documents using consistent templates
Uploading created files on a server PC

Automatic monitoring of the System’s documents status-quo, notification of users about
necessity to perform planned actions with the system documents

Registration/updating of changes/revisions of documents

Automatic distribution of latest documents revision to users, users’ notification on
documents sending

Effective control system for external documents
Effective control system for records
Proving fact of acknowledging users with files of documents

System of authorized access of different users to management system information
(documents, info on trainings, audits, etc.)

One-click generating of more than 20 documents-reports
Import of documents database data to Excel-file



“Documents”

1 Documents { mas. 15)

Modules  Adjustments Directories  Utilities Help  Exit

Control of documents |

M ame
| 18001 2007 Active 150 standard
150 90012008 External i 150 standard
¢ E.5.6-001 150 14001:2004 External Active 150 standard 06 es
|.C.12-001 Fiaw water. Specifications Intermnal Active Specification 12 Yes

.F.12-0m ‘W ater treatment. Flowchart Interral Active Flow-chart 12 es

|.F.8-001 Intemal audit - flow-chart Internal Active Flow-chart 0g es
1 k4 1 [111zlib hd 2 1l linbarin o Abine hd =t ial m [

«  Working area — Main Form of Documents

Each record in Main Form corresponds to one system document

— Columns of Main Form contain information about basic document properties: code,
name, class, status, type, system chapter, attached file of the document

Vertical menu — control buttons of document basic operations:
+ “Settings” - basic information about a document system parameters
* “New” - adding new document record into database
+  “Copy” — copying existing document record
* “Delete” - deleting the document record from the database
+ “Send” - sending an e-mail/document to selected users
+ “File” - viewing a file of the document record

+  “Report” — generating a report summarizing all information about a document

Users can change some parameters of a document record accordingly to their
authorization status

Admin authorizes users to add/change/delete documents in a database



“Settings’
“Class”, “Type’

. Two fixed classes of R

documents - Internal — —
and External Intemal |
Euternal E
« Code

— A code is assigned to each class name; will be used in Template of Code tab

« Types of documents are defined for

each class MIII—
" T ’ . Jass i Twpe il Status | Action | Chapter| Template of code
® Valldlty —da number Of months IS Clazz | Type of document | Walidity, months | File-template | Type "Record" | Code
entered (a period at the end of Lk T -
which document of the particular 72 o 12 e |F
type must be revised) o Hon 2 lomels :
«  File-template — corresponding file- o o e Voo :
template |S Selected nternal Specification 12 specs. it C
— Files-templates are located in the
folder defined in “Adjustments” —
“Location” mode Mew | Add | Delete | Cancel | Ok

« Type “Record” — value “Yes” is selected in the line of the document type which is of
“Record” properties (Ch. 4.2.4., 1ISO 9001:2008)

— File-template for document of “Record” type is not defined

« Code
— A code is assigned to each type name; will be used in Template of Code tab



“Settings”
Chapters”, “Status”

LR 1]

“Actions

« “Status” — document status names are listed (e.g., Active, Passive, Draft)

Classl Type St S

:l Action I Chapterl Template 